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N THE SUMMER of 2013, Missouri criminal de-
fense attorney Jennifer Bukowsky was preparing
for an evidentiary hearing in the case of a pro
bono client, Jessie McKim. The stakes were high:
Along with his co-defendant, James Peavler,
McKim had been convicted in 1999 of killing a
woman named Wendy Wagnon and was serving
life without parole at a maximum security prison.
At the upcoming hearing, Bukowsky planned to ar-
gue that her client was innocent — and that the
murder that sent him to die in prison was never a murder at all.

McKim was convicted in part based on the testimony of a local medical examiner,
who claimed that the presence of petechiae on a dead body — small spots on the
skin or the whites of the eyes where capillaries have hemorrhaged — is proof that a
person was suffocated. But a toxicology report — completed after Wagnon’s cause of
death had already been determined as asphyxiation — revealed that Wagnon had le-
thal levels of methamphetamine in her system when she died. Among the witnesses
Bukowsky planned to call at the hearing were five different pathologists who would
testify that the state’s medical examiner was wrong when he claimed Wagnon

was suffocated — and that evidence pointed to a meth overdose instead. (A sixth
pathologist, retained as an expert by the state, also agreed that Wagnon died of an
overdose, not of suffocation.)



“It was a really big time, and a crucial time, for his case,” Bukowsky recalls. As she
prepped witnesses and decided who else should take the stand, she shared her strate-
gy with McKim via lengthy phone calls — calls understood to be protected by attor-
ney-client privilege. Unlike calls between prisoners and their family or acquaintanc-
es, which are routinely monitored, conversations with lawyers are not to be record-
ed. During these calls, says Bukowsky, “I'm telling him my concerns about calling
this or that person — that is crucial information that should be private between us.”

The hearing took place in August 2013. The following spring, a circuit court judge
ruled against McKim, upholding his conviction and saying that even if Wagnon was
not suffocated, McKim and his co-defendant could have killed her another way — by
intentionally forcing her to overdose on meth, a theory the state had never previous-
ly argued, for which there was no supporting evidence.

Bukowsky was confounded by the ruling, but remained undeterred — she is con-
vinced of McKim’s innocence and knows from experience that in a system that favors
finality, undoing an unjust conviction can be frustrating work. “It takes a lot of grit
& it makes me angry,” she wrote in an email.

Last fall, Bukowsky received an unexpected phone call related to McKim’s case. The
call came from The Intercept, following our November 11, 2015, report on a massive
hack of Securus Technologies, a Texas-based prison telecommunications company
that does business with the Missouri Department of Corrections. As we reported at
the time, The Intercept received a massive database of more than 70 million call rec-
ords belonging to Securus and coming from prison facilities that used the company’s
so-called Secure Call Platform. Leaked via SecureDrop by a hacker who was con-
cerned that Securus might be violating prisoners’ rights, the call records span a 2
1/2-year period beginning in late 2011 (the year Securus won its contract with the Mis-
souri DOC) and ending in the spring of 2014.

Although Securus did not respond to repeated requests for comment for our Novem-
ber report, the company released a statement condemning the hack shortly after the
story was published. Securus insisted there was “absolutely no evidence” that any at-
torney-client calls had been recorded “without the knowledge and consent” of the
parties to each call.

The Intercept’s analysis, to the contrary, estimated that the hacked data included at
least 14,000 records of conversations between inmates and attorneys. In the wake of
the story’s publication, we informed Bukowsky that her phone number had been
found among the records and provided her a spreadsheet of the calls made to her of-
fice — including the name of the client and the date, time, and duration of the calls.
In turn, Bukowsky searched her case files for notes and other records, ultimately con-
firming that at least one call with McKim — which was prearranged with the Mis-
souri DOC to be a private attorney call — was included in the data. The privileged
call, more than 30 minutes long, was made at the height of Bukowsky’s preparations
for McKim’s hearing. A unique recording URL accompanied each of Bukowsky’s calls
included in the data, suggesting that audio had been recorded and stored for more
than two years — and ultimately compromised by the unprecedented data breach.

The discovery was distressing. “I was in the thrust of litigating with the state attor-
ney general’s office a very hotly disputed habeas petition, and I was acting under
good faith that they were not recording,” she said. “And,” it appears, “they were.”



HE ABILITY OF COUNSEL and client to communicate
confidentially is a cornerstone of the American legal sys-
tem. The recording, monitoring, or storage of such legal-

ly protected communications not only chills the attor-
ney-client relationship, but may also run afoul of consti-
tutional protections — including the right to effective
assistance of counsel and access to the courts.

The mass recording of inmate calls is itself a fairly re-

cent practice, sold by private telecommunications com-
panies, like Securus, to jails and prisons as a security measure — a way to thwart vio-
lent uprisings, for example, or curb the introduction of contraband into a facility.
This bulk surveillance — the recording and long-term storage of millions and mil-
lions of routine communications — raises serious concerns about the privacy rights
of incarcerated persons and their loved ones, says David Fathi, director of the ACLU’s
National Prison Project. And indeed, while incarceration may compromise some indi-
vidual rights, a detainee’s right to confidential communication with an attorney is
not one that can be trampled by the state — or a private company. In criminal cases,
the attorney-client privilege bars defense attorneys from disclosing, or prosecutors
from using, any case-related information obtained in confidence. It is, says Fathi,
“the oldest privilege of confidentiality known in our legal system.”

After The Intercept exposed the Securus hack, numerous defense attorneys contacted
us to find out whether the database contained any of their call data. As we previously
reported, the data contained 1.3 million unique telephone numbers; to determine if
the 70 million call records contained attorney-client calls, we did a reverse lookup of
each number, finding that at least 14,000 calls were made to attorneys. But because
the reverse lookup was limited to a commercial directory, and because we searched
only for business listings that included the words “attorney,” “law,” or “legal,” we
concluded that we were likely missing thousands of additional calls — including
those made to attorney cellphone numbers, which would not necessarily be listed in
a commercial directory.

The attorneys who contacted The Intercept helped advance our investigation into the
data by identifying additional phone numbers as belonging to lawyers, which were



not previously included in our estimate. We have now identified at least 43,000 addi-
tional records of attorney-client communications — including both attempted and
completed calls — contained within the hacked data. (But again, because the subse-
quent searches were done only for attorneys who reached out to The Intercept, we sus-
pect there are still many more attorney-client call records not yet identified in the
data.)

Among these additional records are more than 33,000 calls that detainees placed to
lawyers working for Missouri’s state public defender office, and more than 1,000
made to the Midwest Innocence Project, which handles wrongful conviction cases in
Missouri and four other states. That the hack contained so many calls to the MIP is
distressing to the nonprofit’s executive director, Oliver Burnette. “It really gave us
pause, and I think it can really hinder how we try to do business for the most vulner-
able among us, those people ... who are in jail and may be innocent,” he said.

As with Bukowsky’s calls, some of these additional records correspond to phone con-
versations arranged with prison officials to be confidential attorney-client communi-
cations, which never should have been recorded.

After a detailed review of several specific fields contained within the hacked

records, The Intercept has been able to narrow the geographical scope of the recorded
calls, tracing all of the detainee call records to Missouri prison facilities. Although, as
we previously reported, the database reflects calls to at least 37 states, the vast major-
ity — 85 percent — were made to phone numbers in Missouri. An additional 5 per-
cent were placed to numbers with Kansas and Illinois area codes — states that border
Missouri’s largest cities, Kansas City and St. Louis. Each phone record includes the
name of the prisoner making the call, an acronym for a location that maps to a cor-
rectional facility in Missouri, as well as an identification number that appears to cor-
respond with Missouri DOC prisoner IDs. The records do not include the number
from which each phone call originated.

For Bukowsky — who founded her eponymous firm in Columbia in 2010 — the po-
tential for damage was vast. At the August 2013 hearing in McKim’s case, the state
called to the stand a woman, Melissa McFarland, who was with Wagnon just before
her death and then implicated McKim in that death, a circumstance Bukowsky would
have discussed with McKim. “So for them to hear me — if they’re listening to me,
which I don’t know if they did — but were they to, they would know all the different
things that 'm saying to my client that I think are problems for McFarland that 'm
going to cross-examine her on [and] they could then prep her accordingly.”

In an email response to The Intercept, a spokesperson for the Missouri attorney gen-
eral said that its office did not have access or listen to any phone calls between Bu-
kowsky and McKim.

Bukowsky notes that violating attorney-client confidentiality in the manner that ap-
pears to have happened — and could still be happening, whether in Missouri or any
of the jurisdictions where Securus operates, which include 47 states and the District
of Columbia, as well as Canada and Mexico — is just another way the odds are
stacked in favor of the state in criminal prosecutions.




N OUR INITIAL REPORT, the ACLU’s Fathi described
the hack as potentially representing the “most massive
breach of the attorney-client privilege in modern U.S.
history.” Upon learning The Intercept was able to confirm
that the data included prearranged, privileged commu-
nications between lawyers and their clients, Fathi was
even more troubled: “It’s very disturbing that calls that
were explicitly set up as attorney-client calls were also



recorded,” he said. “There’s no excuse for recording attorney-client calls, and there’s
certainly no excuse for indefinitely retaining those recordings.”

Securus’ first public statement following our November report characterized the
breach as an inside leak. In a subsequent press release on November 13, the company
dropped the language about the hack being an inside job, declaring that it was
“working on multiple fronts to fully investigate ... and to prevent future criminal at-
tacks.” The company said it had hired a forensic data analysis firm to determine how
the hack happened and “to confirm that it happened outside of the Securus network
and systems.” Securus has not publicly released any additional information related to
the breach, nor responded to our requests for additional information and comment
for this story.

Securus previously contested The Intercept’s conclusions about the recording of poten-
tially privileged calls. “While The Intercept reports that they matched call data from
the stolen data with phone numbers attached to attorneys’ offices,” it said in its se-
cond release regarding the hack, “no evidence has been provided that any of these
calls were actually recorded, and if so, whether any of them would actually consti-
tute privileged communications,” In addition, Securus said that its calling systems
contain “multiple safeguards to prevent attorney-client recordings from occurring,”
and pointed out that “licensed attorneys are able to register their numbers or a spe-
cific call to exempt them from recording.”

Although specific procedures differ depending on the state or locality involved, it is
commonly the responsibility of lawyers to verify and register their numbers with jail
or prison officials — ostensibly to ensure that legal calls are not recorded or moni-
tored.

“While it is possible that not all of these safeguards were followed by the callers in
some cases,” the company continued, “we have seen no evidence to date of recorded
calls that would fall under that category.”

But criminal defense lawyers in Missouri told The Intercept that, unlike other jurisdic-
tions in which Securus provides inmate calling services, the Missouri DOC does not
allow attorneys to provide individual phone numbers to the agency or to individual
facilities for inclusion in a standing do-not-record list. In an email, Missouri DOC
Communications Director David Owen said the DOC “respects the right of offenders
to have privileged communications with their attorneys” and explained that in order
to guarantee a call is private, “attorneys must demonstrate, in written form, they are
a licensed attorney, and request to have a privileged telephone call with an incarcer-
ated offender.” Once scheduled, such calls are “set to private,” he explained, adding
that lawyers “must make this request every time they wish to have a privileged tele-
phone conversation with an incarcerated offender.”

But, after reviewing call record information provided by The Intercept, five attorneys
in Missouri confirmed that contained in the hacked data were calls that were prear-
ranged with the DOC to be private communications. “How can a client feel safe shar-
ing information with his attorney when he suspects that the opposing party is listen-
ing to the call? How can an attorney expect to share legal strategy with their client if
she suspects the same?” asks Jennifer Merrigan, a defense attorney who has repre-
sented Missouri death row prisoners for more than a decade, including as a former



staff attorney and director of the Death Penalty Litigation Clinic in Kansas City. “A
critical foundation of trust and confidence in the process has been destroyed.”

“It’s a little bit disconcerting,” says Missouri criminal defense attorney Kent Gipson,
who discovered three calls made to him by three different clients that he could con-
firm were set up in advance, through prison authorities, as privileged calls that were
not to be recorded. Each call record he identified also contained a unique recording
URL. At the same time, Gipson notes, the allegation that all calls, including attorney
calls, are routinely recorded or monitored is not a new one among attorneys or in-

mates. “Nothing much surprises me anymore,” he said.

FTER REVIEWING RECORDS found in the hacked data
for calls made to public defender offices across Missouri,
Michael Barrett, director of the Missouri State Public De-
fender System, said in an email that his office’s “initial
finding” did not reveal any call records that match up
with calls known to have been prearranged by system

attorneys. “Not to say it didn’t happen,” he wrote, “just
that we cannot identify a prearranged call that was rec-
orded.”

But Barrett is among those The Intercept interviewed who suggest that the recording
of any attorney-client communications can hinder the effectiveness of counsel. “Con-
fidentiality is at the heart of what we do, and if a client feels as if what they say is be-
ing compromised, to whatever degree, he or she may not be sufficiently forthcoming
with counsel so that the most effective defense can be presented on their behalf,”
Barrett wrote. The best approach, he suggests, is to have a policy of never recording
phone calls between lawyers and their clients. This would also mean “the risk of con-
fidential information being leaked is zero.”

The MIP’s Burnette agrees, noting that
there is no reason for clients to call
except to talk about their cases — and
any call in which representation is
discussed should be considered
privileged and thus not recorded,



monitored, logged, or stored. “I think

that any time someone calls our office,

it’s a legal call,” he says. “I mean, we’re

not talking about the [Kansas City]

Chiefs game.” That is “not their concern

when they call us. They're trying to go
into issues on their case.”

Tricia Bushnell, the MIP’s legal director, said that while review of the call data is not
yet complete, so far she has been able to locate within the records The Intercept pro-
vided three calls that were prearranged in the manner the Missouri DOC has said is
required.

Still, that may not necessarily reflect the true number of calls within the data that
were intended to be privileged — indeed, despite the Missouri DOC’s insistence that
only prearranged calls would be considered privileged, one Missouri attorney told The
Intercept that policies governing how attorney-client calls are handled vary from facil-
ity to facility within the system, which makes it difficult to determine exactly how
many privileged call records are contained within the leaked data.

“Every place is different,” Burnette agrees. “Perhaps that’s part of the problem, is
that there’s no standardization.” But Burnette says the volume of legal calls included
in the hack suggests that the Securus-Missouri DOC call system simply doesn’t work
— and isn’t meeting its duty to protect prisoner rights. “Neither of those organiza-
tions are above the law afforded to everyone,” he says.

In response to a list of additional questions The Intercept emailed to the Missouri DOC,
a spokesperson reiterated the agency’s initial response — that privileged calls must
be prearranged — but added a caveat: “If a requested private call goes past its sched-
uled time that has been entered into the vendor software, the telephone software
system will begin recording the call. At this time, the users will be [given] a notifica-
tion that the call is being recorded.”

FTER THE INTERCEPT reported on the Securus hack,
the company said there was no evidence that any confi-
dential attorney-client calls were actually recorded.
However, the hacker had provided The Intercept with sev-
eral audio files — recordings of actual conversations —
that had been downloaded by clicking on the recording
URLs within the call records, leading us to draw the logi-
cal inference that the other live links were also connect-
ed to audio files. Subsequently, Securus appears to have
moved the more than 70 million calls in question to a
new server, severing further access to the audio files through the links in the data.

Even if an audio file was not available for each of the calls identified by lawyers as
confidential, the collection of metadata on those calls is a problem, says the ACLU’s
Fathi. The database includes names and locations for individual detainees, the date,
time, and duration of their calls, as well as the number called and data that appears
to indicate how the call was paid for. “You can imagine all kinds of cases where the
metadata would itself reveal confidential information,” says Fathi.



Burnette agrees that even collecting metadata on attorney-client calls is concerning.
“We’ve talked about this on calls for private citizens — we know what they can glean
from metadata,” he said. “We know the danger of it — and the value of it. If it wasn’t
a valuable resource, there wouldn’t be Google, right? [With] metadata they know a
lot about us.”

Take, for example, calls made by detainees to prosecutors —
of which we found numerous examples within the data,
including calls placed to a U.S. attorney’s office in Missouri.
“The disclosure that a prisoner called a prosecutor’s office
could potentially put that prisoner in very great danger,”
Fathi points out. “If the prisoner were to be, rightly or
wrongly, labeled a snitch or informant that could have very
serious, and indeed, lethal consequences for the prisoner.”

Among prisoners, it is an open secret in Missouri (and, in-

deed, throughout the criminal justice system) that calls in-

tended to be confidential are monitored and/or recorded by
the state. Defense attorney Gipson says that “a lot” of his cli-
ents suspect that all of their calls are monitored and/or rec-
orded — despite official assurances to the contrary. “They
think that even though it’s supposed to be a confidential
call, they put [attorney calls] on a line that can be monitored
— and then do, I think.”

One woman whose husband is housed in a Missouri prison told The Intercept that he
and his fellow inmates consider it common knowledge that all calls — including
privileged communications — are monitored and recorded. According to her hus-
band, she said, at least one fellow inmate related that, while in a court proceeding,
prosecutors demonstrated knowledge of information they couldn’t possibly have ob-
tained without being privy to communications between the man and his attorney.

This isn’t an isolated allegation: In Austin, Texas, a federal lawsuit alleging that privi-
leged calls have been recorded by Securus in the county’s jail facilities is currently
pending against the company. The lawsuit claims that lawyers there have received
copies of their privileged conversations from prosecutors during the evidence discov-
ery process.

The Missouri prisoner’s wife also said that it wasn’t until December 14, 2015 — more
than a month after our initial story was published, but just days after we emailed the
DOC a series of questions for this story — that prison officials informed her husband
and other inmates of the hack, telling them only that “the system was breached and
everyone needed a new PIN” in order to place calls. The Intercept obtained a copy of
the letter prison officials provided to inmates, which says that the data hacked was
“historical call detail records” and did not include any compromising information,
such as credit card information or social security numbers. Moreover, the letter reit-
erated Securus’ previous press statements regarding the hack, insisting that there is
“no evidence” that attorney-client calls were recorded. “The system has been verified
and is working properly,” the letter reads.

HE BREACH OF Securus’ data in Missouri suggests
something larger not only about the mass recording and




storage of inmate calls but also about the perils of pri-
vatizing core state responsibilities — as is often the case
in corrections, where health care, food service, phone
service, and even some prison facilities have been pri-
vatized. “These are ... services for a population that has
very little political power,” said Fathi. “So there’s not re-
ally a lot of care being put into oversight and monitor-
ing and making sure that this service is being provided
correctly,” he continued. “It continues to be incredible
[to me] the sheer scale of what has happened here ... and I think it shows what hap-
pens when technological advances and lax oversight come together to produce a bad
result of very large proportions.”

In fact, the scale of recording and storage of inmate calls by Securus — as well as by
its competitors, including industry leader Global Tel*Link — is infinitely larger than
represented by the hacked data leaked to The Intercept. As of 2012, Securus alone was
processing more than 1 million calls per day, from 1,700 facilities serving 850,000 de-
tainees. According to company data provided to International Business Times, which ran
a friendly profile of Securus CEO Rick Smith last month, the company has now
grown to serve more than 1.2 million inmates in 3,450 facilities. The article did not
include data on how many calls are currently processed each day, though logic would
dictate that the call volume has increased in proportion to the company’s expanded
reach, from significantly less than 1 million detainees in fewer than 2,000 facilities
three years ago to 1.2 million across 3,450 facilities today.

And there is no reason to think that thousands of attorney-client calls, including
clearly privileged communications, were improperly recorded only in Missouri and
only over a 2 1/2-year period. “Absolutely,” says Fathi. “I am 100 percent certain that
this is just the tip of the iceberg.”
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